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ABSTRACT
Over years, cloud computing has been rapidly chang-
ing the shape of modern computing environment. The
problem of how to keep the confidentiality of user data
against malicious entities including a cloud service provider
has been recognized as a significant issue. This prob-
lem becomes even more complicated if a data is shared
among multiple users. Recently, the idea of proxy re-
encryption has been introduced to support secure data
sharing among group members in cloud environment.
However, in this scheme, a malicious user can collude
with the server to decrypt unauthorized messages. The
conditional proxy re-encryption (CPRE) aims to fix this
problem by introducing a condition value into message
encryption process and re-encryption key generation.
We observe that CPRE becomes significantly inefficient
when the membership of the group changes very actively
and the size of the group is large since a new condition
value is selected and re-encryption keys have to be gen-
erated for each user whenever the group membership is
changed. This paper introduces a new CPRE in which
the condition value is not associated with re-encryption
keys. Whenever a group membership is changed, only a
new condition value is distributed to the users via cloud
server. As a result, the overhead of each user becomes
significantly reduced at each membership change.
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1. INTRODUCTION
The recent advances in cloud computing technology

have drastically changed the shape of current computing
industry. By exploiting the innovative technology, com-
panies are able to purchase the computing resources in
need from a cloud service provider such as Amazon EC2
rather than establishing and maintaining their own com-
puting environment, which is usually much more expen-
sive than paying corresponding cloud services per use.
The cost saved in this way can be invested to improve
the core competitiveness and productivity of the compa-
nies [1]. Due to the benefit, cloud computing paradigm
has been adopted to a wide range of businesses and or-
ganization recently.

For a company, the transition from its own private
computing environment to a cloud computing environ-
ment means a huge financial advantage. At the same
time, that means that all the data of the company even
including confidential data is in the hand of another or-
ganization, which is a serious security concern [2]. For
instance, the data stored in a remote cloud storage can
be exposed when the server is attacked [3]. Further-
more, a recent report shows that data leakage and pri-
vacy infringement by a cloud service provider are also
significant issues [4]. Consequently, in order to adopt



the cloud computing paradigm to a wider range of ap-
plications, it is very crucial for a cloud system managing
personal information or company secret to be able to
guarantee that it can preserve the confidentiality of the
data even against itself.

To prevent data exposure when a server is attacked,
one may consider encrypting a data using its own key
before sending it to the server and decrypting it af-
ter getting it from the server. However, the encryp-
tion/decryption strategy of data at the user side is not
appropriate in cloud environment since this does not
properly utilize the cloud computing environment and
pushing too much overhead to users. On the other hand,
it is also not acceptable for a cloud server to obtain
the encryption/decryption privileges on behalf of users
since the administrators of the cloud server cannot be
trusted. This already complicated problem becomes an
even more complicated conundrum if the data is being
shared among a group of users whose membership is not
necessarily static.

Recently, the concept of proxy re-encryption has been
proposed to allow a group of users to share a confidential
data at a remote server without exposing the data to the
server [5]. In essence, a proxy re-encryption transform
a ciphertext C, which is encrypted by the public key of
a user A, to another ciphertext C′ in a way that C′ can
be decrypted by the private key of another user B [6, 7].
To make this possible, A needs to create a re-encryption
key for B and sent this to the server along with C. Once
C is requested by B, the server re-encrypts the C and
transform it into C′ using the re-encryption key from A,
and sends C′ to B. During this process, the server (as
well as anyone who broke into the server) is not able to
see the plaintext of C. On the other hand, B will be able
to decrypt C′ using its own private key. While the idea
of re-encryption is appealing, there is one issue. Once
A creates a re-encryption key for B, B can collude with
the server to decrypt all of the old and new messages
A created/will create, to which B does not obtain the
permission to access.

To solve this problem, the concept of conditional proxy
re-encryption (CPRE) has been emerged [8, 9]. In this
scheme, A creates an encrypted message along with re-
encryption keys (one for each member of a group) with
a certain condition value (for the whole group). The
condition value is used when A encrypts a message as
well as when it creates an re-encryption key for another
user. As a result, a malicious user who can collude with
the server’s administrator still cannot decrypt messages
encrypted by A as long as A does not provide an re-
encryption key which contains the condition value asso-
ciated with the messages.
Contribution of This paper. In this paper, we in-
troduce a new conditional proxy re-encryption scheme
which works more efficiently for the group data shar-
ing in cloud environment especially when the size of the
group is large and the membership of the group is dy-
namic. We observe that in the existing CPRE schemes,
whenever the membership of the group is changed, the
condition value should be changed and the re-encryption
key should be generated for each data shared by the

updated group. This means that the current CPRE
schemes are not efficient to use in large size dynamic
organization such as a large company. To deal with
this issue, we design a new CPRE scheme in which the
re-encryption key and the condition is separated. As a
result, whenever the group membership is changed, only
the condition value is changed and broadcasted to the
rest of the members via the cloud environment. As a
result, the massive overhead of producing re-encryption
keys can be significantly mitigated.

The rest of this paper is organized as follows. Sec-
tion 2 discusses related work. Some preliminaries are
given in Section 3. Our main contribution, a new con-
ditional proxy re-encryption scheme with lower user side
overhead is presented in Section 4. The security and ef-
ficiency analysis of the proposed scheme is in Section 5.
Finally, we conclude this paper in Section 6.

2. RELATED WORK
Alice stores a message to the cloud after encrypting

it with its own keys. When Alice receives data shar-
ing request from Bob, it encrypts the received message
with Bob’s private keys before sending it. However,
this method does not utilize advantages of the cloud
computing as Alice takes all burdens to be generated
from sharing and sharing is not established when Al-
ice is absent. To deal with this problem, a group key
scheme can be applied. This method allows clients join-
ing sharing to use the same keys for data encryption.
Although this method is more effective than aforemen-
tioned method, there is a key renewal issue appeared
according to adding or removing a sharing member.

Ateniese et al. [5] proposed proxy re-encryptions to
secure distributed storage. In this scheme, the origi-
nator of data encrypts data with symmetric data keys,
and encrypted it with master public key. If users want
to access the data, the server uses proxy re-encryption
to directly re-encrypt the appropriate data key from the
master public key to a granted user’s public key. How-
ever, there is a side effect. If Alice creates re-encryption
key for Bob, all messages encrypted by Alice’s private
key including previously created and future ciphertext
can be re-encrypted by the re-encryption key. We called
this side effect as abuse of re-encryption key. And this
scheme has security flaw of collusion attack between the
untrusted server and any revoked malicious user can be
launched, which enables them to learn the decryption
keys of all the encrypted blocks.

ABE (Attribute based encryption). ABE that uses
an attribute as a encryption factor allows only a user
who possesses a secret key for an attribute to decrypt a
ciphertext. In this method, Alice allocates an attribute
value to each user, creates attribute policy and gener-
ates ciphertext that reflects the policy. This method
has an advantage that Alice can classify sharing object
in details based on attribute values. However, it could
not utilize operation capability of the cloud. As a re-
sult, there is no room to improve performance of the
system as a whole. In addition, attribute policy should
be renewed as sharing members are added or removed.

Lu et al. [10] proposed a secure provenance scheme,



which is built upon group signatures and CP-ABE (Ci-
phertext Policy-Attribute Based Encryption). The sys-
tem is set with a single attribute and each user obtains
two keys after the registration: a group signature key
and an attribute key. Thus, any user is able to encrypt
a data file using ABE and others in the group can de-
crypt the data using their attribute keys. Meanwhile,
the user signs encrypted data with her group signature
key for privacy preserving and traceability. Therefore,
their scheme hard to support user revocation.

Yu et al. [11] proposed a scalable and fine-grained
data access control scheme in cloud computing based
on the KP-ABE (Key Policy Attribute Based Encryp-
tion). The data originator uses a random data key to
encrypt a data and the data key is encrypted with a set
of attributes using KP-ABE. Then, the group manager
assigns an access policy and the corresponding secret
key to authorized users, such that a user can only de-
crypt a ciphertext if and only if the data file attributes
satisfy the access policy. User revocation is open prob-
lem in ABE. To achieve user revocation, the manager
delegates tasks of data file re-encryption and user secret
key update to cloud servers. However, ABE is not suit-
able for cloud computing because it has much compu-
tational overhead to the client and cannot benefit from
the cloud’s resource.

3. PRELIMINARIES
In this paper, we establish following two assumptions.

• Assumption 1: The proposed scheme assumes
that there is no collusion between a client and the
cloud. A client does not send and receive informa-
tion that is necessary to decrypt data to/from the
cloud.

• Assumption 2: The proposed scheme assumes
that a client does not share condition values that
are possessed by it with other clients.

Next, we introduce two important definitions.

Definition 1 (Bilinear map). A bilinear map is
a map e : G×G→ GT with the following properties [13].

(a) Computable: there exists an efficiently computable
algorithm for computing e,

(b) Bilinear: for all h1, h2 ∈ G and a, b ∈ Zp, e(h
a
1 , h

b
2) =

e(h1, h2)ab, and

(c) Nondegenerate: e(g, g) 6= 1, where g is a generator
of G.

Definition 2 (DBDH). The Decisional Bilinear Diffie-
Hellman (DBDH) problem in groups (G,GT ) is, given a
tuple (g, ga, gb, gc, Z) ∈ G4×GT with unknown a, b, c ∈R

Zq, whether Z = e(g, g)abc. A polynomial-time algo-
rithm B has advantage ε in solving the DBDH problem
in groups (G,GT ), if

|(Pr[(g, ga, gb, gc,Z = e(g, g)abc) = 1]
− Pr[(g, ga, gb, bc,Z = e(g, g)d) = 1])| ≥ ε,

where the probability is taken over the random choices of
a, b, c, d ∈ Zq, the random choice of g in G, and random
bits consumed by B.

Figure 1: System Model.

3.1 System Model
Fig. 1. illustrates a system model for data sharing in

cloud computing. We define two different entities and
they can be identified as follows.

• Cloud Server: It provides users with operation
and storage while users pay reasonable fee for the
service. The cloud server stores user’s ciphertext
and re-encrypts and sends data on the request of
a customer. This study proposes a honest-but-
curious system model. The cloud server in this
model runs a given protocol as best as it can and
pays attention to user’s data simultaneously. There-
fore, there is possibility of passive attacks such as
looking at content of data or eavesdropping in data
transfer process. In addition, attacks to the CPRE
scheme are also possible, such as comparison of
findings from iterative operation of ciphertext or
creating re-encryption keys to be sent to the cloud
server. In the following descriptions, we will use
Cloud Server, and Cloud interchangeably.

• Client: This entity has large data files to be stored
in the cloud and relies on the cloud for data main-
tenance and computation. Clients can be either
individual consumers or organizations. The client
can connect to the cloud with various devices. It
includes resource-constrict mobile devices such as
smart phone or tablet. Therefore, it can be re-
lieved of the burden of maintaining and compu-
tation by storing the large data files in the cloud
storage. In our environment, client can be origi-
nator of data files as well as destination of data
sharing.

3.2 Security Model
We argue that the data sharing scheme is secure when

it satisfies the following conditions.

(a) No polynomial time extractor exists that can re-
cover the original data files by carrying out multi-
ple re-encryption. This condition is applied to the
cloud server. The cloud server may make an attack
by comparing results that are created by iterative
re-encryption of a message and inferring a plain text



from the comparison. This condition includes se-
curity of re-encryption keys as the cloud possesses
both ciphertexts and re-encryption keys.

(b) No polynomial time extractor exists that can re-
cover the original data files without condition val-
ues. This condition is applied to a client. A client
should not decrypt ciphertexts even if it receives
them unless it knows their condition value. Simi-
larly, a client should not find a condition value, on
the basis of a ciphertext with the same condition
value.

(c) No polynomial time extractor exists that can re-
cover the original data files with only condition val-
ues. This condition is applied to the cloud. The
cloud may receive a condition value with consent of
a client that has a decoding authority. In this case,
the cloud simply holds the condition value and mes-
sages and should not restore a plain text from them.

3.3 Design Goals
In addition to the security model introduced in Sec-

tion 3.2, the proposed method is designed under the
consideration of following properties.

• Client Efficiency: The proposed method aims
to improve the client side efficiency, which is one
of main motivation of cloud computing. As a re-
sult, the proposed strategy is designed to delegate
overhead to the cloud server side as much as pos-
sible.

• Managing Group Efficiency: The method pro-
posed is designed to manage the groups sharing
data efficiently including the creation of a group as
well as the addition and removal of a client to/from
the group.

4. A NEW CONDITIONAL PROXY RE-
ENCRYPTION WITH LOWER USER
OVERHEAD

4.1 Setup
On input a security parameter 1k, the setup process

first determines (q,G,GT , e). Next, the cloud chooses
g ∈R G, and five hash functions H1, H2, H3, H4, and
H5. The global parameter is

((q,G,GT , e), g, n,H1, H2, H3, H4, H5).

The client generates a public/private key pair (pki, ski).

The client picks xi ∈R Zq, and compute g(xi). The pri-
vate key is ski = xi and the public key is pki = g(xi).

4.2 Data Encryption
CPRE scheme has two encryption levels. The first

level encryption generates a ciphertext which does not
allow re-encryption. Therefore, the first level ciphertext
is generated without condition value. And the second
level encryption generates a ciphertext which allow re-
encryption. The second level ciphertext include condi-
tion value which used for control decrypt permission.

The client can chooses the encryption level depending
on the importance of the data. The first level ciphertext
can generate by following process.

The Ui first picks R ∈R GT and s ∈R Z∗q . The client
computes r = H1(m,R), and generates the first level
ciphertext CTi = (C1, C2, C3, C4) as

(gr, R · e(g, pki)−r·s·H5(pk
s
i ),m⊕H3(R), gs).

For data sharing, the client generates the second level
ciphertext by following process.

CTi = (C1, C2, C3, C4) = (gr, R · e(pki, H2(pki||w))r,
m⊕H3(R), H4(C1, C2, C3, C4)r).

Then, the client store this encrypted data to the cloud.

4.3 Data Re-encryption for Sharing
The Ui who is originator of the ciphertext, can gen-

erate the re-encryption key as meaning of allow Uj to
share the data. The Ui first picks s ∈R Zq, and gener-
ates the re-encryption key as

RKi→j = (rk1, rk2) = ((pk
s·H5(pk

s·ski
j )

j )−ski , pksi ).

Since the re-encryption key does not have a condition
value, Ui need to generates only one re-encryption key
for Uj . Now, the cloud can re-encrypt the CTi by Uj ’s
request. Re-encryption process is as follow:

CTi = (C1, C2, C3, C4)

and

CTj = (C1, C2, C3, C4)
= (C1 = C1, C2 = C2 · e(C1, rk1), C3 = C3, C4 = rk2)

= (gr, R · e(g, pks·ski·H5(pk
s·ski
i )

j ),m⊕H3(R), gs·ski).

4.4 Data Decryption
The Ui can decrypt the first level ciphertext by fol-

lowing process. First, the Ui computes

R = C2 · e(C1, C4)ski·H5(C
ski
4 ), and m = C3 ⊕H3(R).

Next, the Ui checks g(H1(m,R)) = C1 to confirm the
validity of the data. The Uj can decrypt the re-encrypted
ciphertext by following process. The Uj can obtain a
plaintext only if knows the condition value. First, the
Uj computes

R =
C2

e(C1, H2(w)) · e(C1, C
skj ·H5(C

skj
4 )

4 )

and

m = C3 ⊕H3(R).

Next, the Uj checks g(H1(m,R)) = (C1) to confirm the
validity of the data.

4.5 Changing a Condition Value
To securely share data using our proposed scheme,

the originator of data has to transfer a condition value
to the clients who want to access the data. The origi-
nator transmit the condition value when the protocol is



Table 1: Notations.
Notation Description

q k-bit prime number
Zq Integers modulo q

G,GT Cyclic group with prime order q
e Bilinear pairing that satisfies with G×GT

Ui Client i
pki, ski Public/private key pair of Ui

n Polynomial in k
m Data, m = {0, 1}n
w Condition value
CTi Ciphertext generated by Ui

RK(i→j) Re-encryption key for Ui → Uj

g, r, s Random number that is included in G,GT ,Zq, respectively
H1 {0, 1}∗ → Zq

H2 {0, 1}∗ → G
H3 G→ {0, 1}n
H4 {0, 1}∗ → G
H5 G→ Zq

initiated and when the membership of the group asso-
ciated with the condition value is changed. In essence,
the originator has to multicast the condition value to
the members of the user group. However, since this can
be done implicitly by the cloud infrastructure, the over-
head caused by such multicasting is significantly smaller
compared to the direct multicasting done by the orig-
inator toward all of the members through a network
infrastructure. The originator encrypts the condition
value using the public key of a client who is the member
of the sharing group for each client. Then, the origina-
tor uploads the encrypted condition value to the cloud
along with encrypted data. The client who wants to
share the data, can download the encrypted data with
the encrypted condition value. For the efficient manage-
ment, a key self-update scheme such as LKH (Logical
Key Hierarchy) can be employed.

5. ANALYSIS OF PROPOSED SCHEME

5.1 Security
The content sharing method proposed is designed on

the basis of CPRE. Therefore, the security of proposed
method is depending on the security of CPRE. This
paragraph analyzes the security of the method proposed
on the security model in Section 3.2. The main purpose
of the method proposed is to protect data sharing pro-
cess. Therefore, we need to prove that the proposed
scheme does not expose a data during re-encryption
process and client without permission cannot obtain a
plaintext.

Theorem 1. A cloud cannot obtain plaintext by car-
rying out multiple re-encryptions.

Proof. The proposed scheme was designed based on
n-Quotient Bilinear Diffie-Hellman Assumption. There-
fore, it is computationally secure by complexity of DBDH.

Theorem 2. A client cannot recover the plaintext through
chosen ciphertext attack.

Proof. The CPRE scheme should meet the following
three criteria to have security against selective cipher-
text attacks. The fact that level 2 ciphertext is valid
should be verified openly. Otherwise, it can be vulner-
able to attacks described in [12]. Second, an attacker
should not manipulate level 2 ciphertexts maliciously.
Third, Level 1 ciphertexts should not be manipulated
by an attacker.

The scheme proposed in this study is designed ac-
cording to Weng et al. and follows the methods applied
by them to resist against a selective plain text attack.
As security of the scheme against a selective plain text
attack has been already proved in Weng et al. we do
not repeat verification in this study. In addition, the de-
sign of scheme proposed is based on n-Quotient Bilinear
Diffie-Hellman Assumption, the scheme shows security
by calculating complexity of DBDH. The re-encryption
key consist of two values, (rk1, rk2) and by including

H5(pks·ski
B ) = H5(pks·ski

2 ) to the rk1, this makes rela-
tionship between rk1 and rk2. In this way, the proposed
scheme can have robustness for the chosen ciphertext
attack [8].

Theorem 3. A client cannot recover the plaintext with-
out condition values.

Proof. The scheme proposed in this study controls
decryption authority with condition values. A receiver
would not recover data unless he/she knows a condi-
tion value even if he/she has re-encryption keys. As a
condition value is included in a ciphertext that is is-
sued with CPRE, security of the condition value is the
same as that of the ciphertext. As the security of a ci-
phertext against a selective plaintext attack has been
already proved, it can be said that a security of a ci-
phertext is proved at least in calculation. Next, the
case that a user who receives re-encryption keys with-
out a condition value obtains a plain text through a
brute force attack should be considered. To acquire se-
curity against a brute force attack, a sufficient length of
a condition value should be used in realizing the scheme



Table 2: Overhead Comparison when the condition value changed
CPRE Proposed Scheme

Re-encryption key generation

n×(4 exponential operations +

2 multiplications + 1 hash operation) 1

Encryption of the condition value
2 exponential operations +

1 multiplication

n×(2 exponential operations +

1 multiplication)

proposed.

5.2 Efficiency
We analyze the efficiency of our scheme in two differ-

ent aspects.
First, we discuss about the efficiency of the proposed

encryption scheme in terms of secure data sharing in
cloud computing circumstance. It is expected that the
proposed scheme has better efficiency than other en-
cryption scheme when data is shared through a cloud
server. The greatest advantage of our scheme is a user
can save cost of expensive re-encryption process by del-
egating it to sever. In fact, the role of a user under
the circumstance that data sharing frequently happens
can be limited to encryption and transfer of data to a
server. Burden of a user can be reduced even if a user
receives heavy data sharing requests because operation
necessary to share data is done by a server. This can di-
minish burden of a client, compared to existing schemes
such as ABE or group key based schemes.

Second, we discuss the efficiency of the proposed scheme
in terms of the number of re-encryption keys issued after
the change of the membership of the group. In previ-
ous CPRE schemes, an originator has to generate a re-
encryption key (for each user) which is associated with
a condition value. Each time the originator wants to
revoke a certain member, the re-encryption key has to
be re-generated by the originator. In our scheme, we
only each ciphertext is associated with a condition value,
but each re-encryption key is not. Also, the condition
value is distributed to the other users via cloud. This
means that the cost to distribute the condition value
is minimal. Also, the originator needs to generate the
re-encryption key of a user for only one time regardless
of the change of the membership of the group.

Compared with previous CPRE schemes, our scheme
encrypts the condition value n times when condition
value is changed, where n is the number of members in
the data sharing group. CPRE generates re-encryption
key n times instead of encrypting condition value. To
be more precise, re-encryption key generation process of
CPRE needs more computational overhead. Therefore,
we argue that our scheme is more efficient than previous
schemes as shown in the Table 2. The computational
overhead about encryption of the condition value was
based on ElGamal encryption.

6. CONCLUSION
This study proposes a content sharing scheme that

is safe in the cloud computing environment, based on
a conditional proxy re-encryption scheme. The scheme
proposed in this study can significantly reduce burden
of a client due to two charateristics. First, re-encryption

process is delegated to a cloud server. A client is only
involved in process of encryption and decryption of data
and creation of re-encryption keys. Second, the number
of re-encryption keys to be required for sharing is min-
imized. In existing CPRE schemes, a condition value is
included in a re-encryption key. Therefore, the number
of re-encryption keys increases as the number of condi-
tion values rises. For the scheme proposed in this study,
the increased number of condition values does not re-
sult in the increased number of re-encryption keys as
re-encryption keys are included in a ciphertext.
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