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Requirement Specification

This is a Program that will be capable of encrypting and decrypting sensitive text into a picture. The text can be encrypted or decrypted into an existing picture or can create a picture with random colors. The Program will be able to open existing text or the user can create new text and then encrypt. The program will use a set of encryption algorithms to hide the text as representations of colors into the picture. The result will be a picture with no noticeable change of colors. This inconspicuous encryption will allow the user to transmit the picture over e-mail securely. Even if the picture is intercepted there is no way to differentiate between a picture with encrypted text and a picture without it. The GUI layout will contain two panes one for the text and one for the picture. The GUI will be able to open, save, and edit the text for encryption. The GUI will also contain a help index with instructions and troubleshooting scenarios. 
Support Activity List
· Select file on local hard disk for encryption
· Select file on local area network share for encryption
· Encryption of files
· Decryption of files
· Modify file select for encryption before it is encrypted
· Create text file for encryption
· User login and log out

· User logged out after a period of in activity 
· Print text files
· Print image files
Problem Solved List
· Privacy of file is ensured

· Security of file is ensured

· File Encryption Tool (FET) is easy to use

· File Encryption Tool (FET) reliable

Ethical Issues list

· File Encryption Tool (FET) complies with US export laws for distribution within the United States.

· File Encryption Tool is designed for legitimate privacy and security concerns of individuals.  
Informal scenario
John spends a lot of time at a local coffee shop where he thinks up his best ideas for his national chain of department stores. He would like to e-mail his managers at his stores with directions for weekly business changes, but the coffee shop does not have any type of encryption over its wireless network. With the threat of competitors stealing information John needs something that he can communicate with his employees securely. John needs software that he can use to encrypt his directions and send them securely over an insecure connection, and even if the encrypted data is intercepted by his competitors it has to stay completely secure. What he needs is a program that can encrypt data and even when encrypted can not be differentiated form something that is not encrypted.
Primary Class List

GUI 

File I/O

Encryption

Decryption

EditText

Questions

How large of a text file will be able to be encrypted?
Will the encrypted file be able to be e-mailed?

How long will the encryption take on large text files?

Will the encryption keys be secure inside the program?
