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Gray Money, Gorruption and the
Post-Septemher 11 Middle East

John Sfakianakis

Graft, smuggling and kickbacks in the Middle East create huge sums of money requiring concealment in a secretive
hanking system. Al-Qaeda has simply used existing mechanisms for hiding cash. Regime and elite corruption, not
pervasive regional sympathy with Osama bhin Laden, are the main factors inhibiting the coaperation of hanks in

the Middle East with Bush’s “war on terrarist finances.”
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lished his executive order freezing accounts of al-

Qaeda and other radical Islamist groups in US-based
banks, he called on financial institutions around the warld
to join the US in its “strike on the financial foundation of
the global terror network.” Countries or companies that did
not also freeze the assets of the 27 individuals and organiza-
tions on his “most wanted list” would face severe US finan-
cial sanctions, Bush threatened. Many financial institutions
in the Middle East were keen to comply. By early Novem-
ber, Kuwait had closed down several “kiosks” outside
mosques that allegedly collected money for al-Qaeda. In
Bahrain and the United Arab Emir- -

When, on September 24, 2001, George W. Bush pub-

Laden’s ideology, are the main factors inhibiting che caop-
eration of banks in the Middle Easc with the “war an terrac-
ist finances.”

Follow the Money

Priority in the post-September 11 investigation was given
to combating money laundering around the world, includ-
ing the Middle East. Money laundering is the processing of
criminal proceeds to disguise their illegal origin, allowing
beneficiaries to enjoy their profits without jeopardizing the
source. The amount laundered globally is estimated ac $500

billion to $1 trillion per year.' The

ates {UAE}, bankers quickly an-
nounced their commitment to
tracing “terrorist” money and em-
barking on a campaign ta fight
money laundering. Sudan assisted
the US in tracking the financial ac-
tivities of Osama bin Laden and in

Legal arms sales make for-
tunes for middiemen—mostly
from the buyer’s side.

lower estimate is roughly equiva-
lent to the total annual economic
output of Spain. lllegal arms sales,
smuggling, drug crafficking and
prostitution rings generate huge
sums of “gray money” that require
laundering. Embezzlement, in-

tracing money transfers berween
Sudanese banks and their branches
abroad. Lebanon’s prime minister assured the international
community that his country “is not involved in any money
laundering” (though he refused to freeze the assets of
Hizballah). Egypt and Iran are drafting money laundering
laws. The storm of US media criticism norwithstanding,
Saudi Arabia showed signs of willingness to tace the few
million dollars transferred out of Saudi Arabia to bin Laden
since the mid-1990s.

US ambitions to thwart financing of al-Qaeda aperations
seem so reasonable as to be unexceptionable, but attempts
to manitor financial transactions in the Middle East are
fraught with unintended consequences and practical diffi-
culties. The evidence is that al-Qaeda and other groups have
exploited gaps in supervision in the international financial
system, moving funds through the global banking system
and using less conventional channels such as charities and
the haunwala system of money transfer. Bush’s executive or-
ders now list more than 150 individuals and organizations
whase assets should be frozen. While banks in the West have
struggled ro comply with this apparently straighcforward re-
quest, banks in the Middle East find it even harder to com-
ply. Their difficulty is rooted in the institutionalized
corruption in many states of the region, which mandates
that many financial transactions be secret and undocu-
mented. In the Middle East the line dividing legal and ille-
gal money-making activity is quite fuzzy, as is the distinction
between public and private funds. At the core of the region’s
political economy is an extensive and unchanging patron-
age system which is intended to be clandestine and lacking
in accounrabilicy. As a result, the transparency investigarors
would need to thoroughly track the financial dealings of
bin Laden and his associates is non-existent. Regime and
elite corruption, nat pervasive regional sympachy with bin

John Sfakianakis i @ research follow ar Harvard University, Center for Middle
Eastern Studies,

sider trading, bribery and com-
puter fraud schemes also produce
ill-gotten gains that need to be legitimized.

A number of developments in the international financial
system during recent decades have rendered finding, freez-
ing and confiscating criminally derived income and assers
all the more difficult. These are the “dollarization” (use of
the US dollar in transactions) of black markets, the general
trend toward financial deregulation, the progress of the Eu-
ropean common market and the proliferation of financial
secrecy havens.

The Middle East is not the money laundering center of
the world. New York, Miami, London, Zurich, Singapore,
the Caribbean and the South Pacific figure more promi-
nently. But according to the 2001 report of the Financial
Action Task Force (FATEF) of the Organization of European
Cooperation and Development, Lebanon, Egypr and Israel
all fall into the select category of money laundering havens.
A major facror in the success of Lebanon’s banks has always
been their secrecy. Thanks to its banking secrecy, Beiruc be-
came a haven for funds spirited away from neighbering coun-
tries during the “Arab socialist” era, as well as for not-so-clean
profits repatriated by Lebanese merchants involved in the
diamond and gold business in West Africa. Lebanon was
among the many places where the late Nigerian dictator Gen.
Sani Abacha and his associates invested their embezzled bil-
lions during the mid-1990s. The Lebanese banking system
appears lucrative to prospective clients because the average
yield on dollar deposits ranges between four to five percent
(compared with less than three percent in the US and Eu-
rope). The drug trade, in which Lebanon acts as a hub, bas
also hetped banks in Beirut achieve their money-lauadering
notoriety. The BBC reported recent estimates that opium
and cannabis from the Bekaa valley generated more than
$500 million annually during the Lebanese civil war. It is
believed that Lebanese Prime Minister Rafiq Hariri, a bit-
lionaire, used the banking system in Lebanon to launder
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meoney from his foreign-based companies and to facilitate
deposits from his close Saudi friends. Lebanese banks are
also rumored to have laundered public funds on behalf of
highly positioned Syrian military personnel and business-
men looking to invest in real estate.

Although there are never precise figures, the amounr of
money that is believed by the government to be laundered
every year in Egypt is about $4.3 billion—approximately
five per cent of the country’s grass domestic product.? Drug
trafficking is presumably the source of 70 per cent of che
laundered money. Although Egypt is drafting a money laun-
dering bill, it is predicted that by 2004 the amount of dirty
money flowing through Egypt will total $6 billion. How-
ever, according to banking sources interviewed for this ar-
ticle, drug money is not the sole source of laundered funds.
Smuggled Iraqi oil, as well as [talian mafia money predomi-
nantly invested in the coastal resort of Sharm al-Sheikh, also
brings dollars into Egyptian bank vaults. In its atcempts to
regulate money laundering, the Central Bank of Egypt (CBE)
has begun inscruccing the banking communicy in the are of
“knowing its clients.” In October 2001 a CBE statement
indicated that banks were instructed o inform the Incerior
Ministry (not¢ the Ministry of Finance) of any bank deposits
or transfers exceeding $120,000.% US banks become suspi-
cious when a cash deposit exceeds $10,000,

[t was only a year ago that money laundering became a
criminal offense in [srael. Money laundering in Israel in the
1990s was very much related to Russia. Up to February 2002,
new immigrants have been able to bring an unlimited
amount of money and assets into [srael without declaring
them. In 1997 sources estimated that [srael was atcracting
some $4-5 billion annually in laundered money—presum-
ably this number has only increased since then. Reportedly,
the Russian mafia has caken advantage of Israel’s banking
secrecy laws co introduce the laundered money, using im-
migrants as couriers and local businessmen as fronts. One
of the highest-profile cases is that of Gregory Lerner, ar-
rested in 1997 for defrauding four Russian banks of $106
million, who was reportedly sent to Israel to head up one of
the money laundering operations. He is currently serving
six years in an Israeli prison. Recent headlines include the
ongoing investigation of well-known businessman Gad
Zc'evi, who has been questioned for allegedly involving
Russian businessmen suspected of money laundering in his
1999 acquisition of 20 percent of the state-controlled cele-
communications company Bezeq.* More recently,
Switzerland’s Federal Banking Commission has ordered Bank
Leumi, Israel’s second biggest bank, to replace the head of
its Swiss banking subsidiary after it failed to exercise due
care in opening a bank account for Vladimiro Montesinos,
the former Peruvian spy chief.’

Money laundering opportunities can always be established
for people in very close proximity to a regime, even in coun-
tries in the good books of the FATE. Fouad Filali, the former
husband of Princess Lalla Meriem of Morocco, the sister of
King Hassan VI, was involved in a large-scale money laun-
dering operation, according to press reports.® Filali was the

son of former Prime Minister Abdellacif Filali and former
CEO of Omnium Nord Africain (ONA), the largest Mo-
roccan private group, believed to be majority-controlled by
the royal family.” A year after the Filali incident, a close ad-
viser to the rayal family—according to Moroccan sources,
he signed the late king’s checks—was charged by France with
trying to circulate more than $360 million in counterfeic
Bahraini dinars.?

Hands in the Till

Besides drug traffickers and mafiosos, regime offictals ben-
efic greatly from the loose and secretive habics of finan-
cial institutions in the Middle East. Bribes for state
contracts and licenses supply a continuous revenue stream
ta most tulers and their supporters among big landhold-
ers and businessmen. Mobile telephane netwark licenses
issued in Lebanon and Egypt since 1996-1997—and more
recently the one in Algeria—provide some examples: the
three state licenses combined netted regime figures more
than $2.3 billion in paymencs. In Lebanon and Egype,
members of the ruling elite, businessmen and bankers
benefited. According to well-placed sources, one of the
two Lebanese licenses was awarded to the son of the min-
ister of defense, Muhsin Dalloul, who is married to
Hariri’s stepdaughter. In Algeria it was military circles
close to the Bouteflika regime. Construction concracts
are another area where money is accumulated by various
intermediaries and regime clients. During the 1990s,
Lebanon under Hariri’s premiership exemplified che in-
terconnection between private business and public office.
Not anly was Hariri’s business ream allowed to hold of-
fice in various key civil service posts,” but the fabled re-
construction of Beirut was, and srill is, carried our by
Solidere, a privately owned joint stock company in which
Hariri maintains a majority interest.

Although illegal arms sales are not the rule in the Middle
East, government-ta-government arms sales make fortunes for
middlemen—moastly from the buyer’s side. In the case of Saudi
arms purchases, many princes ger a “cut” of monies spent; the
size of the cur depends on the prince’s proximity to the inner
citcle of the royal family. Tracing these kickbacks is a daunting
task, since they very easily enter the local banking system and
are promptly reinvested within the country or outside. A Saudi
banker interviewed for this article conservacively estimated thac
arms deals alone have generated more than $5 billion in kick-
backs in the past 25 years in Saudi Arabia. The al-Yamama
arms deal sending British weapons to the Saudis topped $30
billion, with at least two dozen middlemen ctaking hefty com-
missions, including the Syrian Wafiq Sa‘id and ‘Adnan
Khashoggi of Saudi Arabia."® Over the decade 1973-1983, US
arms exports to Saudi Arabia amounted to $35 billion. Be-
tween 1991-1997 there were $23 billion more in arms agree-
ments becween the US and che Saudis.' If one includes the rest
of the region and other suppliers, such as France, Russia, [taly
and Germany, one can imagine the amouncs of illicic cash be-
ing pocketed by arms trade middlemen.

34
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Bribes and kickbacks are extremely difficult co quantify
and to trace, since they never enter the coffers of the central
banks but rather are silently stowed in accounts throughout
Europe and North America. A report by the London-based
Swissmoney Research revealed that, excluding offshore tax
havens, residents of Jordan were the heaviest users of Swiss
banks las¢ year, with fiduciary deposits equal to 16.4 percent
{$1.317 billion) of the kingdom’s gross domestic product
($8.03 billion). Two other Arab

countries followed close be-

and the Middle East, to “clean” and reinvest the Ba'thist
government’s sanctions-busting proceeds. Some of that
money, which is under the concrol of Saddam Hussein per-
sonally, is invested in various countries in the Middle East
through recognized local investment houses and a few crusted
middlemen acting as fronts for Hussein. Pethaps more than
$50 million has entered the Jordanian stock market, accord-
ing to Jordanian banking sources, more than double that

amount has entered the Egyp-

hind: Lebanon (with deposits
worth $2.468 billion, equal to
14.4 percent of the country's
GDP)} and the United Arab
Emirates (with depasits warth
$6.387 billion, or 13.6 percent
of the UAE’s GDP)."? On an
absalute basis, the largest Arab

Even a target under comprehen-
sive international sanctions—the
Iraqi regime—nhas eluded a
crackdown on smuggling.

tian bourse and even more has
gone through the London
Stock Exchange. It is also
thought—by various Gulf
bankers and investment
houses—thar an undetermined
amount has entered the bank-
ing system, particularly off-
shore branches, of Bahrain.

holder of Swiss bank deposits
last year was Saudi Arabia, salt-
ing away $9.091 billion, or 6.6 percent of the kingdom’s
GDP" The size of the deposits does not in itself indicate
wrongdoing, buc it is suggestive that the recent international
investigation into Abacha’s embezzlement of aver $4 billion
reveals the complicity of at least 19 well-established interna-
tional banks in “cleaning” that former dictator’s stolen money.!*

Smuggling

Still more large sums of money requiring concealment come
from smuggling. Smuggling in the Middle East can involve
anything from unlicensed software in Lebanon co banned
alcohol in Saudi Arabia via Dubai to Iraqi oil making its
way through various middlemen in Russia, Syria, Turkey
and the UAF. But even a target under comprehensive incer-
national sanctions—rthe Iraqi regime—has eluded efforts a
a crackdown. The US and Great Britain have had little luck
in persuading Russia to cooperate in reducing the number
of middlemen involved in purchasing Iraqi oil. (Some 700
companies are registered in Russia to purchase oil from
[raq.)"® Russia is reluctant to clamp down because many of
the kickbacks go to Russian middlemen, certainly includ-
ing Russian officials. Complicating the mateer even furcher,
about a third of smuggled [raqi oil products travel overland
into central and northern Iran. Traders call this oil Iranian
“displacement” oil because it replaces products from [ran’s
own refineries in the souch of the councry, where products
are often blended with Iraqi contraband.'¢ Lascly, smuggled
Iraqi oil winds up at a discount price in Jordan, Turkey and
Syria—whose pipeline to Iraq is now believed to be the mast
active route for the sanctions-busting oil trade.

For many years US incelligence has been urying to trace
the Iraqi regime’s oil smuggling revenues outside of Iraq,
but chis has proven a difficult task. According to business
sources interviewed for this article, it is believed that middle-
men involved in brokering Iraq’s oil use offshore compa-
nies, as well as legal companies and banks in Switzerland

The Iraqi regime’s exploitation
of the global, and more impor-
tantly, the regional systems of finance is not novel. Others
use the international system in similar ways.

Destination Dubai

A major haven for money laundering, smuggling and un-
surveyed business activities is the UAE, especially Dubai.
The Financial Times reported that more than half of Iraq’s
smuggled oil finds its way to the UAE, often through Ira-
nian ports. “The sanctions-busting vessels are registered in
Panama, Belize, Liberia and other flag-of-convenience coun-
tries,” making it extremely difficult to track their financial
activities."” Ship-owners frequendy operace cthrough dummy
companies and UAE-based agents under the benignly neu-
tral eye of the authorities. If oil is confiscated by the au-
thorities, the agents frequently buy it back. Aparc from oil,
smuggling floutishes between Iran and Dubai in consumer
goods, TVs and electronics equipment. During the 1990s,
Dubai turned into a center of prostitution controlled mainly
by the Russian mafia, catering mostly to visitors from the
neLghborlng Gulf countries. Also, the UAE is being used as
a major staging point fora morc than $25 million per year
caviar smuggling operation.'’

The almost completely unregulaced gold brokerages of
Dubat are an exit point for bullion smuggled to the Indian
subcontinent. Uncil 1998, when it was replaced by Singapore,
Dubai was the top re-export center of gold bullion in the
world. Gold and the informal and anonymous hawwala sys-
tem of money transfer—made famous by Bush’s closure of
the Somalian al-Barakat companies—are directly linked. At
least billions of dollars flow through the bawwala system; one
estimate even placed the annual total ac $1 trillion." In 1996
it was estimated thar the equivalent of $4 billion entered In-
dia through the Aawwalz system that year, counting only the
money that moved through banks. No estimate of how much

goes through in illegal trades is available.® Accusarions about
the use of hawtwalas to share bribes and kickbacks among the
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South Asian political elite abound. Ex-Indian Prime Minister
PV. Rarasimha Rao, for example, has been indicted for mak-
ing many hawwalz payments for kickbacks.? An estimated
$5-6 billion is sent to Pakistan from Gulf states annually; only
$1 billion goes through formal banking channels, while the
rest is transferred through hawwalas®

While the Aawwala system has ancient roots, much of
the contemporary netwaork grew out of gold smuggling
operations in South Asia during the 1960s and 1970s,
using Dubai as one of the most important transic routes.
To get around impore restrictions, smugglers shipped gold
aboard boats from Dubai and Abu Dhabi to South Asia.
After selling the gold, they needed to get the cash back
home. The smugglers discovered a solution in the grow-
ing population of Indians and Pakistanis working in the
Gulf states. These workers often send money home to
their families, bur banks charged prohibitive commissions
and fees. By contrast, the hawwals system set up in part
by gold smugglers, whose enormous profits and low over-
head allow them to offer very cheap rates, was ateracrive.
South Asians give portions of their earnings to bawwala
offices in the Gulf. Usually by phone, the Gulf office con-
tacts its counterpart in South Asia, which pays our an
equal sum to the workers’ relatives from its stash of gold
profits. In this way, the gold profits are repatriated to the
Gulf without being physically moved or leaving a paper
trail. Dircy money sent via bawwalas cannot be raxed or
traced. The system works as if the workers’ remitrances—

articles on a wide range of issues including
main trends and political realities in the
peace process, current trends in Israeli and
Palestinian society and explorations of
radical democratic and feminist perspectives.

"] admire News from Within
and learn a iot from it"
- Edward Said

pubfication of the Israsli-Palestinian organisation
e Information Canter. www.alternative

entirely clean money—become the revenue from smuggled
gold. The smugglers even make a small profit on the fees
they charge the South Asian workers for their services.

Much of the $500,000 used to fund the Seprember 11
attacks is believed to have come through US banks in
Dubai, among others Citibank of Dubai. The Washingron
Post revealed that, just as the US began bombing Afghani-
stan, Taliban and al-Qaeda operarives, using Karachi as a
transit rouce, sent millions of dollars through couriers and
the hawwala system to Dubai, where the assets were con-
verted to gold bullion. Pakisrani and US officials estimate
that abour $10 million was taken ouc of Afghanistan by
courier in late November and early December of 2001.
US investigators are now examining records from Dubai’s
top gold brokerages for any transactions showing links to
the movement of al-Qaeda or Taliban money, and have
found unusual gold shipments into the US after Seprem-
ber 11. As well as using gold to hide assets, al-Qaeda may
have smuggled gold irito Pakistan and India for profit. An
al-Qaeda manual found in Afghanistan included chapters
on smuggling gold.” Al-Qaeda also used diamonds and
honey to make money and hide assets, but gold is believed
to have been the most important commodity. Gold is eas-
ily divided into smaller chunks and it is much easier to sell
than diamonds, especially in South Asia and Southeast Asia.
Diamonds are beginning to be universally recognized by
serial number, buc gold is impossible to crace, since even
stamped bars can simply be smelted.
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Without che tacit encouragement of the UAE gavern-
ment, gold brokerages and bawwalas would not have de-
veloped into such a powerful transaction system. The UAE
has fashioned itself as a free-marker zone to differentiate
itself from its often rigid and undiversified Gulf neigh-
bors. Oil revenue is falling; in 2001 it contributed just
28 percent of the country's
GDP. Tourism contribuced

Islamic Bank as directly involved in running accounts for
bin Laden and his associates.?®

In 1995, Forbes named Khalid bin Mahfouz as the 125th
wealthiest man in the world. Long-time chairman of the
National Commercial Bank (NCB), the kingdom’s most
venerable financial institution, bin Mahfouz was at one
point closer ta the royal fam-
ily than Kamil, according to

20 percent.” The UAE will
be quite reluctant to abolish
activities like the bawwala
system for fear of sabotaging
its attempts to become a gla-
bal shopping center. r 'I
) royal ramiiy.
The Saudi Image y y

One acquires business promi-
nence in Saudi Arabia as the di-
rect result of proximity to the

some. Apart from being the
owners of one of the biggest
family-run banks in the world,
in 1976 the bin Mahfouzes
founded the Saudi Economic
Development Company ta
invest in other sectors, like
contracting, global real estate,

Problem

Most prominent among the countries being pressured by
the US to trace and cut off funds associated with bin Laden
and al-Qaeda is Saudi Arabia.” At the request of the US,
the Saudi Arabian Monetary Authority (SAMA), the
kingdom's central bank, is trying to moniter accounts asso-
ciated with same of the country’s most prominent business-
men to prevent them from being used wittingly or
unwittingly to funnel money to al-Qaeda. However, busi-
ness and the state in Saudi Arabia are so intertwined that
finding out who is clean and who is not will be extremely
difficult. One acquires business prominence in Saudi Arabia
as the direct result of proximity to the royal family.
Among the 150 accounts being monitored by SAMA are
those belonging to Salih Kamil and the bin Mahfouz fam-
ily, both very close to the House of Saud. Although it is
difficult, at this point, ta prove that either of them directly
or knowingly padded al-Qaeda’s bank deposits, their im-
mense business networks are suggestive. Salih Kamil is con-
sidered one of the wealthiest and most diversified Saudi
Arabian businessmen. Along with the Rome-based ART sat-
ellite TV channel, Kamil owns the Dallah al-Baraka Group,
with around $7 billion in assets.? He also owns the Jidda al-
Baraka Bank and is a majority stakeholder in al-Baraka Js-
lamic Investment Bank of Bahrain. Russian intelligence has
charged cthat the Jidda al-Baraka Bank was used by a Saudi
religious charity, al-Haramayn, to funnel funds o Islamist
fighters tied to al-Qaeda in Chechnya. Kamil also helds
shares in the Sudanese Islamic Bank, a branch of the Faisal
Islamic Bank of Egypt, and is listed as an original investor
and top shareholder in the al-Shamal Islamic Bank of
Khartoum—founded by National Islamic Front leader
Hasan al-Turabi—which US prosecutors say was used to
channel large amounts of money to al-Qaeda operatives.?
The other non-Sudanese shareholder of the al-Shamal Bank
is the Faisal Islamic Bank. The Faisal Islamic Bank of Saudi
Arabia, chaired by former Saudi intelligence chief Prince
Turki al-Faisal, is the head bank of a number of affiliates
under the same name from Egypt to Pakistan to Malaysia.
Banking authorities in Luxembourg have named the Faisal

financial services and Islamic
investing. The family business
was founded by Salim bin Mahfouz, possibly the most
prominent among a handful of immigrants from the
Hadramawt valley in southern Yemen who have made their
mark on Saudi Arabia’s commercial scene. NCB grew out
of the money-changing operation Salim set up in 1938. In
1951, having earned the trust and respect of King ‘Abd al-
‘Aziz Al Saud, Salim was granted a banking license and
NCB became a joint liability partnership between his im-
mediate family and his in-laws the Kakis, a prominent Jidda
trading family. Afrer the 1987 oil price crash and che [990-
91 Gulf war seriously depleted the kingdom’s cash reserves,
the higher echelons of the royal family turned co NCB for
money. For years NCB published no financial statements.

The pressure on NCB was intensified by Khalid bin
Mahfouz’s association with BCCI, whase operations were
closed down by the Bank of England in 1991. Khalid re-
signed from NCB’s management in 1992. In 1995 he paid
a $225 million fine for his role in the BCCI scandal and
reappeared as chairman and sole owner of NCB in 1996,
having bought all of the bank’s shares in the two preceding
years. In 1997 he sold some 20 percent to other members of
the bin Mahfouz and Kaki families, but remained chairman
until 1999, when the government bought his shares and his
links with ¢he bank were cut.

During the same year Khalid was placed under house
arrest when Saudi officials, at the urging of the US, au-
dited his bank and found that millions of dollars were
being funneled to charities controlled by bin Laden. Other
members of the bin Mahfouz family, including two sons
of Khalid who sit on the board, still own more than 20
percent of the shares. Much of the suspicion about bin
Mahfouz's invelvement with al-Qaeda revolves around a
1999 audit conducted by the Saudi government thar re-
portedly discovered that NCB had transferred at lease $3
million to charitable organizations believed to be fronts
for bin Laden’s netwark. Khalid’s sister is one of bin
Laden’s wives.”® It is also believed that ‘Abd al-Rahman
bin Mahfouz, Khalid’s brother, is 2 board member of
Blessed Relief, a2 Sudan-based charity, which US officials
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The first time Beit Jala was shattered,
people were surprised and wondered
what happened...
Now lIsrael is threatening to blockade
the Palestinian areas and prevent us
from getting water, electricity or fuel...
Children are the first victims of all this.
No wonder they don't laugh from their
hearts anymore. They've lost their
childhoods, and their only crime is
that they are Palestinian.

--Patricia Al-Teet, school student

Beit Jala, West Bank
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say served as a front for bin Laden. ‘Abd al-Rahman also
served as a board member of Muwafagq, a defunct charicy
formerly registered in Jersey and headed by Yasin al-Qadi
from Jidda, also accused by the US of being associated
with al-Qaeda nerworks.?

Perhaps fearing chat US serutiny of charities that may
have sent money to al-Qaeda will interfere wich the reli-
gious duty of alms-giving and damage cheir Islamic le-
gitimacy, the Saudis have taken some steps to rectify the
image problem of charities based in the kingdom. In Janu-
ary 2002, the Jidda Chamber of Commerce set up a task
force to develop a financial and administrative system for
charities that would enhance their credibility.?* I is diffi-
cule to imagine a system that allows outsiders to track
who gives to Islamic charities and how the charities use
their money, and at the same time can be deemed Islamic,
since it is considered impious to publicize large dona-
tions. Further, bankers who work in Saudi Arabia say chat
monitoring charitable donations is difficult because the
kingdom has no tax system or internal revenue service
that audits accounts. Companies pay zakat, a religious
tax, but in many cases keep two sets of books to mini-
mize the payments.

Ambitious Task

The anti-terrorist bill signed into law by Bush on October
27,2001 would open a can of worms if such measures were
passed and adopred in the Middle East. Section 315 of the
bill classifies foreign corruption offenses as money launder-
ing crimes: if US companies are involved in che “bribery of
a public official, or the misappropriation, theft or embezzle-
mene of public funds by or for the benefit of a public offi-
cial” they can be charged with facilitation of money
laundering under the new legislation. A similar law was re-
cently passed in the UK. Although it might be feasible to
enforce this law domestically, to remain competitive in bids
for Middle East contraces, US and British companies will
likely find new ways of hiding graft money in offshore ac-
counts and dummy subsidiaries.

Any effort to control flows of money into and within the
Middle East is an ambitious task at best. Investigations trac-
ing financial eransactions are predicated upon the existence
of careful record-keeping of banks and wire transfer houses.
Neither the hawiwala system nor many business activities in
the Middle East leave a paper trail. The economies of most
Middle Eastern countries are still cash-dependent, and erans-
actions occur much more often in cash. Buc even if Middle
Eastern economies were credit-oriented, it is still the banker
who approves or denies large deposits. Banks worldwide have
a fundamentcal interest in increasing their assets. According
to one Gulf banker, the lesson absorbed from the success of
American banks in the 1990s was “you find out how much
the customer is willing o deposit in your bank,” and treat
the customer accordingly. As long as regime corruption gen-
erates cash to be hidden, thete will be bankers who can be
bought to hide it. Withour thorough reform of business-
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regime relations in the Middle East—the system of regime
survival through graft and cronyism—the task of achieving
transparency in financial transactions will outlast many

US presidents. |
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