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CSC 385-001 Essay 1:  Outline 

Thesis:  The foundation and development of ethical principles ranges from ancient Greek 

philosophies to works of eighteenth-century thinkers such as Jeremy Bentham and Immanuel 

Kant, and although the professional codes of the Association for Computing Machinery (ACM) 

and the Institute of Electrical and Electronics Engineers (IEEE) reflect ethical ideals that are 

parallel to the those of previous eras, technology has presented special issues, showing that 

leadership responsibility in the philosophical field of ethics has changed in today’s technological 

era. 

I.  Overview of ethics 

 A.  Ethics and morals definitions 

  1.  Dictionary definitions of ethics and morals 

   a.  “Ethics” in Merriam-Webster 

   b.  “Moral” in Merriam-Webster 

  2.  Socrates’s basis of philosophical thought 

  3.  Aristotle’s definition of ethics 

  4.  Thomas Aquinas’s first principle of ethics 

  5.  Ethics as a science and a practice 

 B.  Structures of ethics 

  1.  Expressions of the nature of moral beliefs 

   a.  Internalism  

   b.  Externalism 

  2.  Two traditions of ethical development 

   a.  Consequentialism   
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    i.  Utilitarianism 

    ii.  Nurse example 

   b.  Deontology  

    i.  Immanuel Kant 

    ii.  Moral laws 

 C.  Ethics of the public and of leaders 

  1.  Ethical practices of the Middle Age public 

  2.  Ethics as guidelines for leadership and rule 

II.   Ethics in the technological era 

 A.  Ethical codes of professional technological associations IEEE and ACM 

  1.  Goals of increasing quality of life and improving public understanding 

  2.  Rules for the means of achieving those goals 

  3.  Goals to improve as technologists 

 B.  Technoethics 

 C.  Special issues of technology and science 

  1.  Lack of a common code in a globalized world 

  2.  Blurred ethical lines 

  3.  Mass surveillance 

   a.  Codes on privacy and laws 

   b.  Edward Snowden and the NSA 

    i.  NSA’s possible utilitarian view 

    ii.  NSA’s abuse of power 

    iii.  Snowden’s ethics 



Baron iii 

 D.  Increased responsibility of those in power 

  1.  Codes of improvement and leadership 

  2.  Power of being behind surveillance 

Conclusion:  The discipline of ethics is a system in which humans evaluate their conduct and 

strive for goodness.  Some main structures of ethical thinking are intrinsic and extrinsic morals, 

and consequentionalism and deontology, coming from a history of thinkers from ancient Greek 

philosophers to eighteenth-century thinkers like Bentham and Kant.  The ethics found in today’s 

technological era, such as through the ethical codes of the ACM and the IEEE, reflect some of 

these constructs, but the discipline of ethics has seen changes in leadership responsibility due to 

unique issues technology presents, especially concerning mass surveillance. 
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Striving for Goodness:  Ethics Then and in Today’s Technological Era 

 A critical part of human nature pivots upon the contemplation of the moral and ethical 

concepts of what may be classified as “good” or “bad,” and “right” or “wrong” and evaluating 

our own conduct.  The discipline of ethics encompasses a wide range of approaches and beliefs, 

having been reevaluated over time.  The foundation and development of ethical principles ranges 

from ancient Greek philosophies to works of eighteenth-century thinkers such as Jeremy 

Bentham and Immanuel Kant, and although the professional codes of the Association for 

Computing Machinery (ACM) and the Institute of Electrical and Electronics Engineers (IEEE) 

reflect ethical ideals that are parallel to the those of previous eras, technology has presented 

special issues, showing that leadership responsibility in the philosophical field of ethics has 

changed in today’s technological era. 

 Some significant ideas of the discipline of ethics include firstly defining what ethics and 

morals are, organizing ethical thinking through several main structures and traditions, and noting 

the ethics of the public and of leaders.  Human nature allows us to muse deeply upon ethical 

terms, and there are several different ideas of what ethics and goodness are.  Ethics and morals 

are similar concepts but are not completely the same as ethics create a system for evaluating 

human conduct and morals are focused more on personal beliefs.  The dictionary definition of 

“ethic” or “ethics,” according to the Merriam-Webster Dictionary, states that it is a discipline or 

a system of moral values, centered on evaluating good and bad and having moral responsibilities 
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(“Ethic”).  On the other hand, “Morals” are defined as “codes of conduct,” or practices based on 

what an individual believes is good or bad (“Moral”).  Concerning the basis of philosophical 

thought, in his entry “Ethics: Overview” in the Encyclopedia of Science, Technology, and Ethics, 

the philosopher of technology, Carl Mitcham, notes the discussions of the Greek philosopher 

Socrates in Phaedo, a writing of his student Plato, describing that the root of philosophical 

thinking comes from the ideas of “beauty, goodness, and greatness,” and, according to Plato’s 

writing in The Republic, what is “good” is the “highest reality” and is beyond existence (700).  

Very similar to the dictionary definition of ethics, the Greek philosopher Aristotle describes the 

field of ethics as a means of systematically examining humans’ behaviors in order to understand 

what is “good” for humans.  This is done through investigating how people behave and what 

goals they have, along with seeking knowledge of human behavior, such as recognizing different 

forms of virtues and vices and how human nature relates with other forms of nature (701).  In the 

thirteenth century, the Italian priest and philosopher Thomas Aquinas determined a first principle 

of ethics that states that "good is to be done and promoted and evil is to be avoided,” and 

Mitcham reflects that this idea is shown through how humans tend to aim to “preserve life, raise 

a family, and live in an intelligence-based community” (701).  Ethics is not only a science or 

field of study as it also calls upon humans to act.  It is both a science and practice; humans want 

to strive to be what is considered “good” in addition to knowing what is “good” (701). 

 The structure of ethical thinking can be divided by different expressions of the nature of 

moral beliefs, internalism and externalism, and two main traditions of ethical development, 

consequentialism and deontology.  Ethical beliefs and ideas are expressed in two main ways of 

thinking: internalism and externalism.  According to the distinguished philosophy professor 

David O. Brink in his book Moral Realism and the Foundations of Ethics, internalism concerns 
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the connection between moral thoughts and actions.  If a person believes and has thoughts on 

that a certain action should be done, he or she therefore has enough motivation to complete that 

action (38).  For example, an individual may be concerned that a mugger should be stopped from 

attacking a citizen, and that concern alone is enough of a call to action for the individual to help a 

person in trouble, whether by stepping in or calling the police.  Externalism, on the other hand, 

claims that the motivation to carry out ethical actions comes from external factors, such as the 

consequences actions may bring, and not simply from moral considerations (42).   

 Two major traditions of ethical thinking have developed throughout history: a 

consequentialist utilitarian tradition and a deontological, or nonconsequentialist, tradition that is 

focused on the idea of duty.  Consequentialism is the concept that the goodness of the end – the 

consequences – of actions determines the rightness of those actions, with no limits on the means 

of getting there (Mitcham 702).  This tradition concerns extrinsic values as the motivation to 

conduct ethical actions comes from what are desired as results, or consequences (Brink 215).  

Utilitarianism is a type of consequentialism. According to Timothy Sprigge, author of the book 

The Rational Foundations of Ethics, utilitarianism is an ethical doctrine by which the rightness 

of actions are determined due to whether they improve or do not improve the world’s happiness 

(9).  Sprigge notes that, in the eighteenth century, the legal and social reformer Jeremy Bentham 

had founded utilitarianism; however, multiple thinkers before Bentham had thought of very 

similar ethical principles to those of utilitarianism.  Bentham, through his utilitarian view, 

evaluates happiness or unhappiness from actions through what he refers to as “dimensions of 

pleasure and pain,” some of which are intensity and duration (10).  An example of an ethical 

action based on utilitarianism is that a nurse’s action may be considered “right” as she helps a 

patient by lessening pain with little or no harm done, therefore increasing the patient’s happiness.  
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Rigorous utilitarianism may point out that her actions were wrong, though, as she could have 

lessened the patient’s pain even more (13). 

 Deontology, on the other hand, is described with a focus is on the goodness of the actions 

themselves (Mitcham 702).  In his entry in the Encyclopedia of Science, Technology, and Ethics, 

Doctor of Philosophy Daryl Wennemann notes that deontological ethical theories are 

concentrated on the idea of duty (1104).  According to a deontological frame of thought, 

although the influences and motivations of moral actions may be externalistic, the basis of the 

actions is intrinsic as a person’s will is ultimately independent in deciding upon what actions the 

person will perform.  The ideas of the widely known eighteenth-century philosopher Immanuel 

Kant are deontological.  In his Critique of Practical Reason (1788), Kant regards ethics with a 

focus on moral obligation rather than the consequences of actions (Wennemann 1104).  On this 

idea of moral obligations, Kant realizes that a person can never know for certain that there is a 

“moral law,” but he or she can assume there is one because, if there is not a moral law, then 

moral thought has no meaning (Sprigg 98).  Also, as said by Kant, moral actions are 

compromised of a “system of categorical imperatives.”  The term “categorical imperative” refers 

to the content of ethical law that must be done, whether a person has the desire to achieve the 

result of such actions or not (Sprigg 99).  For example, an individual has the ethical duty to 

refrain from stealing, even if he or she desires a certain product.  G. O’Boyle, in the academic 

article "Theories of Justification and Political Violence: Examples from Four Groups," describes 

that, according to deontological theories, how a person lives his or her life is shaped by “moral 

rules that ought not to be broken” (24).  The deontological tradition covers the belief that certain 

ethical laws are “intrinsically good;” even if there may be better consequences, these laws should 
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never be broken.  For example, if killing one innocent person would result in saving the lives of 

many, a person with a deontological view of ethics would not kill the single person (24). 

 Ethics are integral in the lives of both the public and leaders.  Among the public, ethical 

practices among the public had increased dramatically in the Middle Ages.  During this time, 

religion, had allowed the practice of ethics to be more effective than it was before through 

having the “truths of philosophy” widely available to the public rather than limited to the leaders 

and thinkers.  With this knowledge more widely known in society, more people strived for 

goodness in personal and political situations (Mitcham 701).  For leaders, “ethics provides 

guidelines for development of character and counsel for political organization and rule” 

(Mitcham 701).  Rulers should be holistically educated over multiple areas of study as they hold 

much power; their opinions and actions affect the many people under their rule. 

 Ethics have been applied to science and the modern technological era, and although 

similarities exist in the main ethical structures and the ethical codes of professional technological 

associations, technology and the Internet have presented special issues that require the leaders of 

this age, technologists and managers, to rethink some ethical methods.  The ethical structures 

covered, namely deontology, can be applied to the ethical codes of the professional technological 

associations, the Association for Computing Machinery (ACM) and the Institute of Electrical 

and Electronics Engineers (IEEE).  George Reynolds in his book Ethics in Information 

Technology describes that a corporate code of conduct is a guide that highlights main ethical 

issues and overall goals and values in an association, in order to help in decision-making (10). 

The ACM’s and IEEE’s codes are listed in Reynolds’s book and are also listed on the 

organizations’ respective websites.  The main goals of the two associations center on how their 

technologies affect human life. The first two morals in the ACM’s code state to “contribute to 
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society and human well-being,” and the IEEE introduces its code of ethics with stating that 

members of the institution recognize “the importance of our technologies in affecting the quality 

of life throughout the world” (Reynolds 213, 232).  Both also claim goals of “improving public 

understanding of computing,” its application, and its consequences, listed as point 2.7 of the 

ACM’s code and 5 of the IEEE’s code (Reynolds 217, 232).  These goals might reflect a 

deontological approach to ethics, as the organizations view themselves of having the duty of 

improving life through their technology and of informing the public of such technology.  Both 

ethical codes also cover the means of achieving their goals.  They both state to be honest, to not 

discriminate, and to avoid causing harm to people (Reynolds 212-217, 232).  These also appeal 

deontological ethical duties, as these codes are ethical actions that should be followed in all 

cases.  Additionally, the ethical codes of the ACM and the IEEE list statements of improving and 

achieving the highest professional abilities of their members.  The ACM claims to, in its 

professional work, “strive to achieve the highest quality... in both the process and products” and 

to “acquire and maintain professional competence” (Reynolds 215).  Likewise, #7 in IEEE’s 

code states that the institute will “maintain or improve [their members’] technical competence” 

and to take on tasks only if the members are qualified (Reynolds 232).   

 Philosopher Mario Bunge invented the term “technoethics,” indicating that the leaders of 

the technological era – technologists, engineers, and managers – face some special 

responsibilities and need to apply ethics to the field of technology (Mitcham 1901).  Engineers 

and managers of today’s era, having the responsibilities of developing and distributing 

technology, have “acquired increased moral and social responsibilities” and must create their 

own code of ethics that differs from the foundations of ethics and the ethics of most 

philosophers, due to unique issues that science and technology present. 
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 Some of the special issues that technology and the Internet had brought about that 

increase the risk of unethical behavior are the difficulty of determining a common ethical code in 

a globalized world, the sensitivity of the online public causing blurred ethical lines, and the 

ability to conduct mass surveillance, especially through the Internet.  Increased globalization of 

organizations makes applying consistent ethical principles difficult, as the globalization covers 

many diverse societies and cultures with varying social norms and ethical codes (Reynolds 5-6).  

A company may face charges of being labeled unethical if it tasks some workers with heavy 

labor in a third-world nation in conditions that would be considered unacceptable in more 

advanced countries.  David H. Freedman in his peer-reviewed article on technoethics and ethical 

intentions says that companies who seek to be leaders in the current era, with technology and the 

Internet continuously advancing, need to be wary of the sensitivity of the online public and with 

possibly intruding on what people may consider “right,” on areas such as privacy, marketing 

tactics, and free speech (69).  Companies may have good ethical intentions, but the public may 

attack them.  As an example, Sony had tried installing antipiracy programs to consumers’ 

computers when they bought music albums, but Sony had received much negative feedback as it 

had pushed ethical boundaries through, even though the company was aiming to protect property 

rights, not explicitly gaining user permissions for the software installations (69). 

 Advancements in technology have allowed mass surveillance of people around the world.  

Lawyer, journalist, and author Glenn Greenwald notes in his book, No Place to Hide, that 

“technology has now enabled a type of ubiquitous surveillance that had previously been the 

province of only the most imaginative science fiction writers” (2) and that “as technology 

evolved, surveillance evolved with it” (3).  The ethical codes of professional technological 

associations may cover the topics of privacy and laws.  For example, the ACM’s code states “1.7 
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Respect the privacy of others.” and “1.8 Honor confidentiality,” specifically noting that today’s 

communication technology allows the exchange of personal information at a scale never seen 

before in human history, and the risk of violating privacy has increased with technology 

(Reynolds 214-215).  Another part of the ethical code asserts that workers must “know and 

respect existing laws pertaining to professional work,” but these laws may be challenged if there 

is a “compelling ethical basis” to do so (Reynolds 216).  Those ethical codes relate to Edward 

Snowden and the NSA leak.  Stretching its abilities given by the Patriot Act after 9/11, the US 

National Security Agency (NSA) had spied on millions of US citizens by collecting information 

on people’s communication through phone companies and through major online communication 

websites such as Facebook and Skype.  Edward Snowden, a former NSA, CIA, and DIA 

member, had learned of these actions and acquired the top secret files to leak to inform the US 

public of how they were being watched under mass surveillance (Greenwald 7-32).  The ethical 

path the NSA may have taken could be a utilitarian train of thought, viewing that the pain of 

violating people’s privacy in that manner is outweighed by the national safety the action would 

provide in identifying terrorists.  Besides this potential view, though, Snowden’s superiors of the 

NSA were unwilling to hear concern over the agency’s actions.  Snowden, at the time a vital 

employee of the agency, had questioned these actions and was, in return, told by his superiors at 

the NSA that “this isn’t [his] job” and that “[he doesn’t] have enough information” to determine 

whether the actions were ethical or not (42).  Based on their replies, the NSA members may have 

felt uncomfortable at Snowden’s questioning, ignoring any personal morals they might have had.  

Edward Snowden had described his own ethical viewpoint when Glenn Greenwald had finally 

met with and interviewed the whistle-blower.  Snowden had said that he had felt a “moral 

obligation” to inform the public of this immense concern (45).  The term “moral obligation” is 
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also used when discussing Immanuel Kant’s deontological theories on ethical duty, but 

Snowden’s ethics do not appear entirely deontological as he was still focused on potential 

consequences of his actions, the goal of getting the public concerned over the seemingly illegal 

mass surveillance.  “If you’re not acting on your own beliefs,” Snowden had stated, “then they’re 

probably not real” (45).  His own beliefs focused on the goal of preserving the unique freedom 

the Internet provides (45).  Although his goal may be for the sake of the greater good, Snowden’s 

ethical beliefs may be more deontological and intrinsic, coming from his own personal sense of 

duty, rather than utilitarian and extrinsic. 

 Technology brings about increased responsibility for those people in power.  The leaders 

in today’s technological era are the technologists and managers.  An ethical person should seek 

to grow, and leaders especially should be holistically educated.  As mentioned before, the codes 

of ethics of the ACM and the IEEE cover that their workers will strive to improve and achieve 

the highest professional qualities and abilities in their work.  Part 10 of the IEEE’s code of ethics 

describes assisting colleagues in their own professional development and in following their 

responsibilities through the basic ethical codes (Reynolds 232).  Also, the entire third section of 

the ACM’s code specifically concerns people who hold leadership positions, calling upon them, 

for example, to express and encourage acceptance of “responsibilities to society” (3.1) and 

promote proper use of resources (3.3) (Reynolds 217-218).  Much power comes to those who are 

behind surveillance.  Greenwald expresses that the ability for surveillance, to eavesdrop on 

communications, “vests immense power in those who do it,” and if that power is not controlled 

and assigned accountability, abuse is extremely likely to result (4).  Besides the concern over 

whether or not the NSA’s mass surveillance was legal or not, how many agents were individually 

disrespectful in their positions, abusing their power to look at private communications for 
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unethically appealing purposes, such as viewing photographs meant personally only for close 

partners?  If those in power are not held accountable for their actions, such activity is likely to 

result.  In his interview, Snowden, after discussing his rejection for questioning the NSA’s 

actions, observed “The higher the levels of power, the less oversight and accountability there 

was” (qtd. in Greenwald 42). 

 The discipline of ethics is a system in which humans evaluate their conduct and strive for 

goodness.  Some main structures of ethical thinking are intrinsic and extrinsic morals, and 

consequentionalism and deontology, coming from a history of thinkers from ancient Greek 

philosophers to eighteenth-century thinkers like Bentham and Kant.  The ethics found in today’s 

technological era, such as through the ethical codes of the ACM and the IEEE, reflect some of 

these constructs, but the discipline of ethics has seen changes in leadership responsibility due to 

unique issues technology presents, especially concerning mass surveillance. 
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